CyberFrame

SIFT

Stop the email fraud your filter lets through.

Attackers are using Super Intelligence.
Are you?

SIFT catches advanced phishing and fraudulent emails before anyone acts on them.

Itjust works.
99.9%+ 0.001% 30 days

accuracy reported false positives free trial on your own mail

It learns your mail. Your suppliers, your people, your normal.
The longer it runs, the sharper it gets.

WORKS WITH

Microsoft 365 Google Workspace cPanel hosting Any standard mailbox Personal email

Figures: live SIFT service, 2026. cyberframe.co.za/sift 01
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CyberFrame SIFT - EMAIL FRAUD PROTECTION

01 WHY YOU NEED IT
Traditional email filtering
is no longer enough.

TRADITIONAL FILTER SIFT
Looks for viruses and bad links. Reads what the email asks.
A fake invoice has neither. Holds the fake before anyone pays.
Subject From To Threat Status
New bank details: invoice INV-4471 accounts@acme-supply.com Finance team _
Quick favour, are you at your desk? david.mokoena.md@gmail.com Accounts _
Pallet quotation, request 22184 quotes@coastalpallets.co.za Procurement New Domain
Your password expires today helpdesk@yourco-it-support.com Sarah James
Final demand: outstanding VAT return no-reply@revenue-notices.net Finance team

Change of bank account from 1 November accounts@makhanda-steel.co.za Finance team

Scanned document from the office copier scanner@copier-relay.net Procurement

Please update my salary account thandi.nkosi.payroll@outlook.com Payroll

Example, made-up names. Live demo: demo.cyberframe.co.za

Phishing is the biggest risk to most companies.

54% of people clicked Al-written phishing emails, against 12% for ordinary ones.
33% of untrained staff click a phishing link.

$3.05bn  was lost to business email compromise in 2025.

Sources: Microsoft Digital Defense Report 2025; KnowBe4 Phishing by Industry Benchmarking Report 2026; FBI IC3 cyberframe.co.za/sift 02
2025 Annual Report.
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CyberFrame

02 HOW IT WORKS

See what SIFT sees.

300+ data points on every email. Every word. Every link. Every sender. One clear answer.

ILLUSTRATIVE EXAMPLE

Payment

request
PAY + NEW ACCOUNT

Pressure to
pay
TODAY

QR codes
NONE

history

Reply-To bait

@gmail.com

INCOMING EMAIL
“New bank

Spam
filter
PASS

Look-alike
domain
acme-supply.com,

Threat
lists

CLEAN

details”
pay today

Newly
registered
NEW DOMAIN

SPF DKIM
DMARC

PASS

Bank details
changed

SIET

ACCOUNT SWAP

First contact

FIRST TIME

VERDICT

Likely invoice fraud

@ Fake supplier domain
® Replies go to Gmail

- Call them before paying

- EMAIL FRAUD PROTECTION

WHAT SIFT HOLDS

Payment fraud

* Fake invoices
® New bank details

¢ Payroll fraud

¢ Email compromise (BEC)

e Thread hijacking

Impersonation

® Boss impersonation

® |ook-alike domains

e Display-name spoofing
e Fake e-signatures

® Fake court summons

® Unknown first contact

Links and files

Phishing links

Cloaked links

QR-code phishing

Fake shared documents
Dangerous attachments
Macro malware

And the rest

Viruses and malware
Voicemail phishing

Newly made domains
Recipient probing
Spam and junk

Bulk newsletters

cyberframe.co.za/sift
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063 HOW IT COMPARES

What you get, side by side.

13 threats. Microsoft 365 on its own fully covers none of them.

Threat

PAYMENT FRAUD
Thread hijacking
New bank details and fake invoices
Business email compromise
Authority impersonation
First contact from unknown senders
Look-alike domains and display names
LINKS, ATTACHMENTS AND SENDERS
Malicious and cloaked links
Newly registered domains
Fake shared-document lures
QR codes (quishing)
Weaponised documents and macros
Sender reputation
Recipient probing
LIVING WITH IT
Plain-English reason on every held message
Release in two clicks
THE BASELINE EVERY FILTER COVERS

Spam, known malware, blocked file types, SPF/DKIM/
DMARC, internal spoofing, credential phishing

SIFT

SIFT - EMAIL FRAUD PROTECTION
Microsoft 365 WS:(Z?)Iaece Typical
FILTERING F?E;égﬂ(} spam filter
NO NO NO
( app-on ) (_PARTIAL ) NO
( app-on ) ( PARTIAL ) NO
( app-on ) ( PARTIAL ) ( PARTIAL )
( app-onN ) ( PARTIAL ) NO
( app-oN ) ( PARTIAL ) NO
( PARTIAL ) ( PARTIAL ) ( PARTIAL )
( PARTIAL ) ( PARTIAL ) ( PARTIAL )
( PARTIAL ) ( PARTIAL ) ( PARTIAL )
(partiAL ) ( PARTIAL ) NO
( partiaL ) (parTiAL ) ( PARTIAL )

PARTIAL

CASE STUDY Microsoft 365

Fraud that looked clean. SIFT caught it.

(]
1 In 10 threats that SIFT caught looked clean to Microsoft

SIFT caught, Microsoft showed no warning signs. 99.9%+ accuracy.

09.9%+ sccurscy

SIFT clients on Microsoft 365, 90 days study. We compared Microsoft's verdict on every email with SIFT's: on 1in 10 of the serious threats

Ratings from Microsoft and Google documentation, Oct 2026. Add-on: needs the paid Defender for Office 365.

cyberframe.co.za/sift
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04 FREE TRIAL

Test it on your own mail.

SIFT watches your real mail for 30 days and holds nothing until you say so.

HOW THE TRIAL WORKS

Link Watch Decide Protect
Connect your mailbox. Read-only access. See what it would Switch on.
Nothing to install. Nothing is held. have held. SIFT holds the threats.

YOUR QUESTIONS, ANSWERED

What if SIFT holds an email | need?

It's rare: 0.001% of email is held by mistake. You get direct access to SIFT to manage your own mail:
release any email in two clicks, and SIFT learns from it.

Built with security in mind

YOUR DATA YOUR CONTROL

v TLS encryption on every connection v Read-only Microsoft 365 mailbox access

v Backups public-key encrypted v Two-factor sign-in, required by role

v Personal data redacted before any Al review v Roles: admin, analyst, read-only

v Zero data retention at the Al provider v Every release and rule change logged, by name
v Retention set per client, deleted automatically v Monitored around the clock, with alerts

Try it free for 30 days.

Then $1.50 per mailbox a month.

cyberframe.co.za/sift
_ info@cyberframe.co.za

Or book a 30-minute call. We set it up with you.

CONTACT CYBERFRAME

Not ready to talk yet? Start with a free check.

Can someone send email as your company? Free check, no sign-up.
cyberframe.co.za/email-check

cyberframe.co.za/sift 05
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